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Introduction:

This document provides guidance on the Administrator’s responsibilities for the maintenance
of your network. It is not exhaustive (every network has its own unique requirements,
business software etc). Nevertheless, by following these processes, you will have addressed
a majority of tasks required.

You might like to add this document to your Services Handbook binder for future reference
and in the event the primary IT person is not available (on holiday, ill etc).

You should also check the web-site (www.intralan.co.uk/about terms conditions.aspx) for
any version updates.

Management Tasks:

Customer Account Manager (CAM):

Know who s/he is. Introduce yourself! In broad terms:

¢ Network faults will be registered by Reception. See Service Handbook (Section A) on
how to log calls and what happens next;

¢ Everything else, contact your CAM.

Administrator password:

If you are reading this as the “stand-in” Administrator and do not have the Administrator’s
password, you will need to have a Director known to IntralLAN to contact us to release your
password.

If you want to change your password, you should contact us first as there are a number of
follow-up actions required (e.g. back-ups), not least of which is to update our database so
that we can continue to support you!

Are you getting enough support?

Continue to review whether your organisation is getting the right amount (too little, too

much) of IT support. Particularly consider if you have:

¢ NetCare Standard: Would it benefit you/better peace of mind to have an engineer
come in for a day to look over your network, perform some housekeeping/apply Service
Packs etc?

¢ NetCare ProActive: That the frequency is right for you. You can increase or decrease
the frequency although you may not move the pre-scheduled ProActive dates to suit.

Support costs:

Understand (see Service Handbook) when a support call is chargeable and when it isn't:

¢ Non-charge: Fixing a fault (something that was working and isn't now) remotely.

e Chargeable: Non-fault items (i.e. Administrative, new set-up) and all site visits
(whether fault or non-fault).

If you have concerns about users unwittingly creating chargeable calls, then either don't pass
out our help-desk details(!) or ask for a Purchase Order Required flag to be set on our
system. This is more time-consuming but at least you are then in total control.
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Contact details:

If the IT contact details have changed (e.g. new person), please make sure you advise us as
we use the nominated Contact for alerts, Health-check reports, imminent warranty expiries
etc.

Education:

Do you feel competent and confident enough to undertake this role? It's doesn't help your
organisation (cost or time-delays), your self-confidence or our help-desk if you have to call
for every minor requirement. IntralLAN run 2 day “Network Administrator’s” training courses
about 6 times a year. For more information, see www.intralan.co.uk/it training.aspx and
contact your Customer Account Manager for any questions and/or bookings.

Tracking IT issues:

We strongly recommend that you maintain a log of events for:

e Pattern detection (to assist in diagnosis of an elusive fault);

e Change Management;

e Collecting a list of problems (that can wait to some degree) until you have enough for a
site visit or as a task list for the next ProActive visit;

e A fair picture on the amount of IT work required of you!

The log can either be on paper or an email “user” (avoid obvious name like “Support” as this
is easily spammed). The benefits of an email log:
1. Easier for users to log an issue/request;
2. For you to forward an email to support@intralan.co.uk, particularly with a screen-
shot;
3. Good for us to have a look prior to a ProActive visit (but please prompt us as not
every Customer uses this system).

You don't need to keep a detailed log of any problems passed to the help-desk as we will
maintain the details of these calls, which you can review through our web-portal.

The remainder of this Network Responsibilities document sets out the minimum actions
required by you in the day-to-day internal management of your network. If you have any
questions or concerns about it's content, please contact your CAM.
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Scheduled activities:

Frequency | Action Required Appendix

Daily Check back-ups have worked OK A

Daily Change back-up tape using right set/day. Take F
yesterday’s back-up off-site

Daily Check tape cleaning light and clean the drive if it is
indicated as needing cleaning.

Daily Log any network problems

Weekly Check anti-virus is updating (server & workstations). C
Don't forget home-worker PCs/off-site laptops.

Monthly Check System log. B

Monthly Review the Health-check report (if subscribed)

Monthly Check and apply any Service Packs or leave to next
ProActive

Monthly If you have a ProActive due, prepare “to do” list

Monthly Double-check disk space D

Monthly Double-check memory utilisation E

6-monthly Replace tapes

6-monthly Test restore of your data (see Business Continuum)

6-monthly Test any spare equipment (e.g. firewalls, routers, PCs)

6-monthly Test UPS

6-monthly Check number of PCs (if grown) Vs licenses

"If you are going to implement yourself, check with help-desk that there are no known problem. If you
leave to us, we will often perform these out-of-hours (chargeable) as it requires a dedicated server.
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Appendices:

(A) Daily Tape Back Logs

These are found in the logs directory, normally on the C: drive.

To open the logs:

1 Right hand mouse click on *My Computer”
2 Chose “Explore”

EX logs =101 x|
File Edit Wiew Favorites Tools Help ﬁ
EBack v = - [ | @search ||3|3;Fculders |0 X o | E
Address I[:I lngs j @G':'
Folders ® —1 - Mame ¢ | SizeI Tvpe

@ Deskkop - I-D . a fdon. bxk 1,121 KB Text Document
-5 My Documents b 2] Tue.bxt 1,121 KB Text Document
2438 My Computer logs wed.bxt 1,121 KB Text Dacument

-2 3% Floppy (A Thr.Exk 1,121 KB Text Document
El@ Lacal Disk (<) Select an item to wiew its description.  [Z] Fri.kxt 1,121 KB Text Document
{:I AR See also:
ED Batch My Documents
- Ings Iy Metwork Places
=0 CIntApps My Computer
gl Cormpany Shared Faolders
¥ Documents and Setkings =
@] dvd
{:I DwDen
g iCScan
=0 Inetpub
& Inkralan
g makt
{:I nera
& NT4tools
{:I PerfLogs
"{:I pkzip -
o T _>|—| a | o

|5 object(s) (Disk free space: 3,73 GB) 5. 47 ME |E.D_Jl My Computer i

3 Open the file (e.g. “"Mon.txt”) by double clicking on it.

4 Scroll to the end of the file to cheek that the backup completed with no errors.
You should see that the log ends with the word “successfully completed verify
of....."”

5 If the log stops in the middle of a sentence or there is no obvious completion of
the file then there is a problem;

6 If there is a problem clean the tape drive and allow to run that night;

7 If there is still a problem the next morning please call the helpdesk.
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(B) Event logs

The event logs can be found from the Administrative Tools menu then Event Viewer (see

below).
To Open the Event Viewer:
Click the “Start” button,

DWN =

Click on “Even Viewer”.

i (B accessories
Windows Update

Smal Business Server Administrator Console (5] Ahead Nero

(53 LaNguard Metwark Scanner

Small Business Server Personal Console
Microsaft Exchange

Microsaft 154 Server
Serials 2000
(B Terminal Services Client
(B we
[} Acrobat Reader 5.0
Microsoft word

WinZip
Hew Office Document
Open Office Document

Server Manager
5 symantec peAnynhere

User Manager Bus

Documents
Settings
Search

Help

Run..,

Shut Down...
EXEEE

™ |Windows 2000 Server

| #jpocument: - Microsoft W,

5
6
7

The list of events will refresh i
Repeat this for all of the logs

¥CD Galaxy DYDRip ComboPack,

Move the mouse pointer to “Programs”,
Move the mouse pointer to “"Administrative Tools”,

9 Active Directory Domains and Trusts
15 Active Directory Sites and Services
" 5 ictive Directory Users and Camputers

3
T Component Services

¥ &) computer Management

¥ 2 configure Vour Server

¥ &3 Dats sourres (ODBC)

' oree

Y & Distributed Files system

L AT
P pomain Controller Security Policy
P Domain Security Policy

Y@ Licensing
B Local Security Policy.
B Performance
B Routing and Remote Access
B Server Extensions Administrator
8 services
] Tehet Server administration
& Terminal Services Client Creator
Terminal Services Configuration
B Terminal Services Licensing
BYE Terminal Services Manager
B windows Media Performance

Windaws Media

Now click on “Application Log”

n the right hand window

Not all red events are a problem and all yellow events need to be looked at, they maybe a
warning that disk space is low. Unless you are confident, we do not recommend you try to

interpret these logs yourself.

Event Yiewer =13x]
“ action ew || ¢ 5 | @@ | |2 |
Tree I Syshem Log 2,872 event(s)
@ Event Yiewer (Local) Type | Date | Tirmne SOUrce Cateqar | Evenﬂ
4] Application Log @Infurmat\un 15/01/2003 11:28:06 MMTPSYC Mone 4z0
Security Log @Infurmat\on 15/01f2005 11:28:06 HNTPSYC Mone 421
@Infurmat\on 15/01/2003 10:34:13 Browser Mone 8035
@InFnrmat\nn 15/01/2003 10:29:18 Browser Mone an1s
Information 1500102003 10:26:06 MWMTPSYE hane 420
] Flle Replication Service (E)Information 1S/0L/2005 102806 NNTPSYC Hane 421
@Infurmat\on 15/01/2003 09:26:06 HNTPSYC Mone 420
@InFnrmat\nn 15/01/2003 09:26:06 MNTPSYC Mone 421
‘Warning 15001 2005 09:10:09 hetlogon hane 5752
@Infurmat\on 15/01f2005 03:26:05 HNTPSYC Mone 420
@Infurmat\on 15/01/2003 08:28:05 HNTPSYC Mone 421
@InFnrmat\nn 15/01/2003 07:26:05 MNTPSYC Mone 420
@Infurmat\un 15001 2005 07:26:05 MWMTPSYE hane 421
&Warn\ng 15/01f2005 07:10:05 Metlogon Mone 5782
@Infurmat\on 15/01/2003 06:26:04 HNTPSYC Mone 420
@InFnrmat\nn 15/01/2003 06:26:04 MNTPSYC Mone 421
Information 1500102003 05:26:04 MWMTPSYE hane 420
@Infurmat\on 15/01f2005 05:26:04 HNTPSYC Mone 421
Warning 15/01/2003 05:10:01 Metlogon Mone 5782
@InFnrmat\nn 15/01/2003 04:26:04 MNTPSYC Mone 420
@Infurmat\un 15001 2005 04:26:04 MWMTPSYE hane 421
@Infurmat\on 15/01f2005 03:26:03 HNTPSYC Mone 420
@Infurmat\on 15/01/2003 03:26:03 HNTPSYC Mone 421 -
e ;IJ

Page 7



(C) Anti Virus updates for AVD

This section is only relevant if you use NAI's AVD. If you use another vendor, please see
their documentation. The updates can be down loaded from
http://www.mcafeesecurity.com/uk/downloads/updates/default.asp

Downloads - Yirus Protection - DA indows Internet Explorer
ST [ hittpwomm. meaf s .comfappsidownloadsisecurity_updates/dat, aspPregion=us@seqrent=snterprise =] | #2133 [songle Lol
»
Ty o {5 Menfee, Inc. - Downloads - Virus Protection - DAT Files ! l J X3 - B - A= - rPage - Took -
Aq A f " ~Threat Center  ~Heedhelp?  ~Support  ~ United States -English |- i—
~ Home and Home Office e r Small Business ! > Medium Business | ~ Partners
Downloads
* Free Tools Security Updates
i <
Free Product Evaluations DATSs SuperDATs Engines Packages YirusScan for Mac Hot Fixes
* My Products - Downloads
* Security Updates
Download Virus Definition Updates (DATs)
* Beta Programs
Language  |[English ~
* Product Enhancement
Request
DAT File Notes Release Date File Size Language
readme bt
245192 zip 00indons & Netvare) e 128 18.47 English
| resdme |
dat 510\ tanUni) e 172108 1878 English
readme b
S198xdat Netindans-Intel) i 1208 2575 English
4 | L‘_I
pene [T T T [ meermet [#Hwowe -

1 Click on the latest dat
2 Check your computer has the same version as the web site. This applies to both
servers and workstations. Right Click the VirusScan icon and select ‘About

VirusScan Enterprise’

@ About VirusScan Enterprise

VirusScan Enterprise 8.5.0i

AﬂCAfee Copyright 1995-2006 McAfee, Inc, Al Rights Reserved.

Antvirus License Type: cansed

a

VirusScan Scan Enaine Version (32-bit): 5200,2160
Enterprise DAT Wersion: 5153,0000
T DAT Crested On: 2 January 2008

Number of signatures in extra.dat: Nane

Mames of threats thak extra,dat can detect: Nane

Buffer Overflow and Access Protection DAT Version: 354

Installed Patches: 4

AntiVirus Watring: this computer program is protected by copyright law and international treatiss,

Unautharized repraduction ar distribution of this program, or any partian of It, miay result in severs civl and criminal
penakies, and willbe prasecuted to the mainum extent possible under the law,

3 Check that the weekly scans are scheduled and up to date
4 Check that the mirror task is scheduled and up to date

{3 VirusScan Console

Task Edt Wew Tools Help

FrE BOox B ORH¥Y

Task Status Last Result

B niccess Protection & port blocking rules are defined. Share blo. ..

[ Buffer Overflow Protection Enabled

[=lon-Delivery E-mail Scanner Enabled

[&] unwanted Pragrams Palicy Mo unwanted program categories are turne.

[ on-access Scanner Enabled

[ 5can 4l Fixed Disks [ Mo virus Found

Autolpdate Daily, 0%:00 The Update succesdsd
Runining

VirusScan Console
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(C) Anti Virus updates for Trend Micro

This section is only relevant if you use Trend Micro’s Office Scan. If you use another vendor,
please see their documentation. The updates can be down loaded from
http://uk.trendmicro-europe.com/enterprise/support/pattern.php

; Trend Micro Di’i’iceScan = Microsoﬁ: Internet Explorer

File Edit Wew Favorites Tools Help

G Back » = - @ fa} | €8} Search (3 Favarites &4 | [~ & =1 & B4

Address I@ https: [ few-srvl . ew.local: 4345 of ficescan)console/cqifcgiChkMasterPud . exe

_;TR.END MICRO™ Client/Server Suite OfficeScan™ . Loq Off

-
Q‘h | Outhreak Alert )
% »Current outbreak alert: Reset |

>The last outbreak alert:

A

| Most Recent Yirus Incidents

» Summary 3The latest infection source Top 10 sources
= : = 3>The latest viruz detected: infected compressed file Top 10 viruszes...
Ik » Qutbresk Prevention »The latest client with virus incidents: EWXP0O& Top 10 cients...
b \irus Outbreak Monitor
¥ Clients Online and Connected Roaming Client Update Status (Total Online OfficeScan clients: 49}

L k ScanMalI f?r Exchangs Update components Newe.st Up to Date  OQut of Date e
F ool Satatan Wersion Parcentage
= = Client program for Windows 2003/XP/2000/NT &.0 49 o 100%
b Updates Client program for Windows Me/98 6.0 0 o 100%
| ¥ Logs Virus pattern 2.861.00 49 o 100%
i ’ T‘DD‘|S Scan engine for Windows 2003/ %P/ 2000/NT F.510.1002 49 o 100%
= Scan engine for Windows Me/98 F.510.1002 0 o 100%
Darnage Cleanup termnplate E54 49 o 100%
Damage Cleanup engine 3.9.1020 49 o 100%
Spyware pattern 0,293.00 49 o 100%
RElieht Connectipntatus
Client Category OfficeScan Clients
Murnber of online client(s] 49
Murnber of offline dient(s) 2l
Murnber of roaming dient(s) o

Refresh I

1. Check that the pattern number listed on the Trend website matches the pattern
number on your server

Check that all client machines are up to date

Review any previous virus incidents

Hold the mouse over the Trend icon to review the

pattern number

HwnN

Eng/Ptn 7.510/2.561.00
DCESDCT 3.9/654
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(D) Review Server Disk Space

1 Highlight on “My Computer" right hand mouse click then click “Explore®,
2 High light on the drive required, right hand mouse click and chose ™ Properties”.
Local Disk {C:) Properties : ilﬁl
SecLrity I [Iuota I wieb Sharing I
General I Toals I Hardware I Sharing

Label: Local Disk
= -

Type: Local Digk.
File syzter: MTFS
. IJzed space: B,065,500,160 bytes h.64 GE
. Free space: 4,059,783.168 bytes 373 GE
Capacity: 10,125,283,328 bytes 942 GE

Difive C Disk Cleanup. .. |

[ Compress diive to save disk space

W Allow Indexing Service to index this disk For fast file searching

(1] I Cancel Spply

3 Do this for each of the local disks

The C Drive should have a minimum of 500 MB free
Other data drive(s) should not exceed 80% of their total size. If you are concerned about the
amount of free space please call the helpdesk.

If you would like IntraLAN to do regular remote health checks on you server please call for
this to be arranged.
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(E) Memory Utilization

1 Press ™ Crtl-Alt Del " and chose ™ Task Manager "

El windows Task Manager - 10| x|
File Options Mew Help

—CPU Llsage History

—Memary Usage History

BHY HHE.
— Totals —Physical Memary (k)
Handles 27004 Tokal 392740
Threads a55 Bvailable 52160
Processes (=) Swystem Cache g2416
—Commit Charge (K] —————  —Eernel Memory (k) 4\
Total 639145 Total 51524
Lirmit 943156 Paged 34865
Peak 717932 Monpaged 16656
AN |
Processes: 65\ |CPU Usags: 4% Mem Usage: 683148K | 943156K | v
N\ |
2 If the “Peak” is regularly close to or greater than the “Total”, this is very likely to be

impacting the performance of the server and upgrading the memory should improve
performance.

(F) Tape Cycles

You'll need 13 tapes. Label them as:

Set A: Set B Friday

A — Mon B — Mon Fril

A—Tue B —Tue Fri 2

A —Wed B — Wed Fri 3

A—-Thu B - Thu Fri 4
Fri 5

Cycle the A and B sets on alternate weeks.

Change the Friday tape each week throughout a month. This allows you to restore a
file from up to a month ago (otherwise it may have been overwritten in a weekly
cycle).
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